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TELSTRA HEALTH INTERNAL

Telstra Health has a unique footprint of digital health solutions 
in six key segments

User-
centred

Population 
health solutions

Aged and 
disability 
care
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markets

Data and 
analytics

Hospitals and 
health services

Pharmacy
(Fred IT)

National Cancer Screening Register
Health Information Platform Delivery Capability

Residential aged care
Clinical management
Medication management
Resident management 

Community Aged and Disability Care
Client and workforce management

Telehealth

Remote patient monitoring  (RPM) and 
Hospital in the Home (HITH)
HealthNow Consumer Solution and Referrals
Smartorms

Fred Classic Dispensing and 
Point of Sale

Fred NXT
MedView medication 

management

eRx Prescription 
exchange (paperless)
SafeScript Real Time 

Prescription 
Monitoring

Electronic Medical Record 
Patient Administration System 

Patient Flow Manager
Queue Manager

Communicare and Medcal Director Electronic Primary 
Healthcare Record

Secure messaging
Enterprise Provider Directory

Data as a service
Analyse performance

Predict needs
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Telstra Health has a unique footprint of digital health solutions 
across the care continuum

Population 
health solutions

Aged and 
disability 
care

Emerging 
markets

Data and 
analytics

Hospitals and 
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(Fred IT)
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Across Australia and the UK – and 
expanding across North America, 
Asia, the Middle East and Europe

1,400+
STAFF

15
LOCATIONS

Supporting the NHS as a leader in healthcare data and insight 
– our metrics have been adopted as global standards in healthcare

We are supporting the Australian Government’s goal to
improve screening rates and reduce preventable cancer 
deaths via our National Cancer Screening Register. 

Securely managing the 
records of more than 

16m+ 
Australians

Distributing more than

1m+
Items of correspondence 
per month

Our Real Time Prescription Monitoring
platform has sent clinicians in Victoria:

5.3m+
Alerts

>3.4m+ 
At-risk patient alerts

Telstra Health is Australia’s largest and most 
comprehensive health software and technology company

4,000+
Health care  
organisations  

Our secure messaging solution Argus supports 

7m+
Messages 
per  year

c.80m 
Clinical consultations 

processed on 
Medical Director’s software 

platforms annually

500+
Public & private hospitals 
across Australia utilise our 

digital health solutions

Australia’s largest 
provider in 

residential aged 
care covering

62,000+ Beds

The majority of 
Aboriginal Medical 

Services (AMSs) use 
our Communicare

platform



Background to Medical Devices and Interoperability

• Pickwick and Ondine

• Nasal CPAP and portable volume-cycled ventilators

• Sleep studies and the “too much data” problem

• ResMed



Interoperability 

What is Interoperability? 

ability of two or more systems or components to exchange 
information and to use the information that has been exchanged.

Functional Interoperability Semantic Interoperability

Source: IEEE Standard Computer Dictionary: A Compilation of IEEE Standard Computer Glossaries, IEEE, 1990



Interoperability extended 

“Functional” interoperability is the capability to reliably 
exchange information without error

“Semantic" interoperability is the ability to interpret, and, 
therefore, to make effective use of the information so 
exchanged. 



A (positive) symbiotic cycle

• Innovation to provide interoperability to  users

• The users use interoperability to innovate in their domains

• User innovations lead to new ideas and new participants in 
interoperability

Interoperability and innovation

How does innovation relate to interoperability? 



Interoperability and Standards

Why do we need it in Healthcare? 

To ensure timely, purpose-driven, safe and effective 
communication and documentation that supports 
continuous, coordinated and care for patients

Digital Health interoperability Standards are the critical 
starting point



Standards – long-term drivers

What do these two images have in common?



Standards – pervasive and durable

Roman chariots to railways and the space shuttle



Poorly implemented Standards are dangerous.
How to lose a $125M Mars Orbiter 



How to lose a $125M Mars Orbiter 



Key Concepts (and Challenges) 

Four sub-domains to support 
interoperability:
• Data content
• Concept representation standards
• Data exchange standards
• Data integrity standards

CONNECTING 
AND IDENTIFYING
• Secure Connectivity
• Digital Identities
• Common Directories

ENABLING 
JOINED-UP SERVICES
• Process and Service     

Integration
• Adaptive, Data-Driven 

System

USING THE SAME 
LANGUAGES
• Standardised Code 

Systems and 
Data  Sets

• Conformance 
Assessment 
and Certification

• Supporting Tools

UNBLOCKING 
ACCESS TO DATA
• Standardised   

Interfaces
• Safeguarded 

Data Sharing
• Integrated Consumer  

Generated Data



Key Concepts (and Challenges) 

Common Challenges:
• Identity - matching & management
• Data quality & availability 
• Variation in implementation of 

standards
• Balancing security/privacy 

with access
• Common or mappable Terminology

CONNECTING 
AND IDENTIFYING
• Secure Connectivity
• Digital Identities
• Common Directories

ENABLING 
JOINED-UP SERVICES
• Process and Service     

Integration
• Adaptive, Data-Driven 

System

USING THE SAME 
LANGUAGES
• Standardised Code 

Systems and 
Data  Sets

• Conformance 
Assessment 
and Certification

• Supporting Tools

UNBLOCKING 
ACCESS TO DATA
• Standardised   

Interfaces
• Safeguarded 

Data Sharing
• Integrated Consumer  

Generated Data
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Don’t we just need a few Connections? 



Health software standards for interoperability 

Health software SDOs and some interoperability product families 

• HL7 – V2, Fast Healthcare Interperable Resources (FHIR), Clinical 
Document Architecture (CDA)

• IEEE – 11703 family and device connectivity standards
• IHE – Cross Enterprise Document Sharing (XDS) and Patient Care 

Devices (PCD)
• SNOMED International
• ISO TC215/IT14 – 62304 (Medical device software), 82304-1 

(Health software safety), 82304-2 (Quality of health apps)



1. Shared infrastructure among hospital IT and EHR systems
2. Move from paper to electronic
3. Interoperability needs to include semantics
4. Products and software need to be developed to fit existing infrastructure and systems.
5. Meaningful Use
6. Support quality care
7. Patient safety  - patient e-safety

When your life depends in software 



Timeline of significant events

Industry stakeholders & State, 
Territory and Commonwealth 

Governments in Australia release joint 
statement “[secure messaging] 

standards will be mandatory in future 
procurement for applicable systems”

National Digital Health Strategy 
approved. Secure Messaging Adoption 
as one of the priorities and the focus of 

this engagement to support 
interoperability 

IHE Australia Secure Messaging 
Connectathon successfully connected 6 
vendor implementations

Foundational  joint 
MSIA/NeHTA industry 
working group  developed
specification to solve this 
“intractable problem”

Managed Health Network 
Grants program provides 
funding for Divisions of 
General Practice to implement 
secure electronic messaging

Different vendors build separate secure 
message delivery systems in parallel BUT 
solutions did not incorporate common 
standards & did not interoperate 
systemically

Multi-vendor proof of Concept Trial commences at 
Royal Melbourne Hospital to test the delivery of 

discharge summaries from The Royal Melbourne 
Hospital to GPs in the area

Early Proof-of-Concept  
projects focused on 
developing standardised 
payloads and a FHIR©-
based API supporting the 
federated look up of 
healthcare provider 
details

Interoperability challenges case study  
Secure Messaging

DEC
2005

2005
to 2009

DEC
2016

AUG
2017

2018

2019 DEC
2019

Drivers for change 
• Heavy reliance on fax +/- letters to 

exchange key clinical information 
• Printing referral letters and other 

clinical documents creates admin 
burden & shifts responsibility to the 
patient to pass information to the 
next healthcare provider

• Errors & delays in exchanging clinical 
information  highlighted in coronial 
inquests 
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NCSR ARCHITECTURAL 
OVERVIEW

HL7 
V2FHIR
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•SafeScript Real 
time prescription 
monitoring

Leverages
electronic prescription 
exchange and 
workflows

Real time 
alerts for GPs and 
pharmacists of 
medication risks

Live
6.4M population 
across Victoria and 
National Data 
Exchange for other 
jurisdictions

1.3 Million
High risk alerts for 

57,000 patients 
in the first 9 months



1. Shared infrastructure among hospital IT and EHR systems
2. Move from paper to electronic
3. Interoperability needs to include semantics
4. Products and software need to be developed to fit existing infrastructure and systems.
5. Meaningful Use
6. Support quality care
7. Patient safety  - patient e-safety

Safescript - Delivering 

“…is the best public health initiative I have seen in my career”

"With SafeScript I've got more control over my prescribing. You don't have to just rely 
on what the patient tells you."

“Our addictive medications, particularly the benzodiazepines and opiates, kill more 
people than the road toll, yet for so many years we have been prescribing blindfolded, 
unable to check a patient’s use. Thanks to SafeScript, we can finally find out not just the 
medications, but who prescribed them and whether they’ve been dispensed, enabling 
us to make much safer decisions. This will save lives”.

“In the future, the new Fellows will ask us what we used to do before we had SafeScript –
did you just guess this stuff?”



Paperless Electronic scripts, AIR, Remote monitoring, 
Telehealth

• As a response to COVID in 3 months the Healthcare software industry developed and delivered paperless 
prescriptions

• In 4 months the software industry redeveloped the Australian Immunisation Register (AIR) interfaces to 
accommodate the extra data requirements for COVID vaccines and mandatory reporting of COVID and 
Influenza vaccinations

• Integrated video Telehealth consultation was rolled out in primary care desktop systems  to align with funding 
support by the MBS

• Multiple remote, in-home monitoring software implementations were developed with Statewide rollouts of 
MyCare Manager in Queensland, Tasmania and South Australia to support at home monitoring of COVID 
positive patients

• Real Time Prescription Monitoring (RTPM) rolled out to nearly all States and Territories (1 State and 1 
Territory to go!)
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Security & stability 
of new types of 
data exchange

Impact of video/images 
on message payloads

Transformation of new 
file types to support 
integration into legacy 
systems (e.g. EMRs)

Rende       
types    
video/    
to sup   

Challenges

Future Challenge 1:
Telehealth, loT and Virtual Care
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  eo/images 
  payloads

Embedded vs. 
internal/external 
linkage to 
video files 

Contin   
freque     
transm

Rendering & display of different data 
types used commonly in 
video/virtual care consultations 
to support semantic interoperability

Future Challenge 1:
Telehealth, loT and Virtual Care

Challenges
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Embedded vs. 
internal/external 
linkage to 
video files 

Continuous monitoring –
frequency & content of 
transmissions

 & display of different data 
  commonly in 

ual care consultations 
  semantic interoperability

Future Challenge 1:
Telehealth, loT and Virtual Care

Challenges
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Future Challenge 2:
Machine Learning and Artificial Intelligence

De-identifying 
data sets, in-built 
unrecognised bias, 
explainability

Impact of 
non-standardised 
(or missing data) - can 
confound & bias 
training models 

Securely 
exchanging volumes of 
data required to train 
ML/AI models. 
Frequency of and 
triggers for, model 
updates

ONNX  
in sem  
intero  

Challenges
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Future Challenge 2:
Machine Learning and Artificial Intelligence

Risk of adversarial 
attacks on AI models through 
manipulation 
of inputs

ONNX tools - gaps 
in semantic 
interoperability 

Challenges
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Rendering and 
exchanging healthcare 
data between virtual 
worlds and  existing 
healthcare systems and 
technologies 

Privacy – protecting 
new categories of 
personal data 

Identity 
management & 
matching – avatar 
vs. real-world 
identity 

Le     
pr     
ba  
1.    
op    
ju     
its  
2.    
m   

Future Challenge 3:
Virtual and Augmented Reality

Challenges
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cy – protecting 
 categories of 
onal data 

Self-sovereign identities (SSI) 
– no centralised provider to 
restore access if end-user 
loses/forgets credentials 

Legislation re: transfer & 
processing of personal data 
based on
1. location of person 
operating avatar or 
jurisdiction of the avatar 
itself? 
2. which jurisdiction does 
metaverse fall under?

Future Challenge 3:
Virtual and Augmented Reality

Challenges
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Self-sovereign identities (SSI) 
– no centralised provider to 
restore access if end-user 
loses/forgets credentials 
e.g. eIDAS

tion re: transfer & 
sing of personal data 

 on
 ion of person 

ng avatar or 
tion of the avatar 

 
 h jurisdiction does 

erse fall under?

Data sovereignty –
shift to distributed 
storage models 

Future Challenge 3:
Virtual and Augmented Reality

Challenges

https://en.wikipedia.org/wiki/EIDAS
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Complexity creates errors in Healthcare 



Why we need Standards to drive this 

• (N2 − N)/2 connections

Single interface                 15 interfaces          Single specification
(standard)
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1. Shared infrastructure among hospital IT and EHR systems
2. Move from paper to electronic
3. Interoperability needs to include semantics
4. Products and software need to be developed to fit existing infrastructure and systems.
5. Meaningful Use
6. Support quality care
7. Patient safety  - patient e-safety

Why we need Standards 

1. Shared infrastructure among hospital IT and EHR systems
2. Move from paper to electronic
3. Interoperability needs to include semantics
4. Products and software need to be developed to fit existing 

infrastructure and systems.
5. Meaningful Use
6. Support quality care
7. Patient safety  - patient e-safety



1. Shared infrastructure among hospital IT and EHR systems
2. Move from paper to electronic
3. Interoperability needs to include semantics
4. Products and software need to be developed to fit existing infrastructure and systems.
5. Meaningful Use
6. Support quality care
7. Patient safety  - patient e-safety

Safe Health Software architecture (ISO TC215)  
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Safety Management Processes 
Across Software Lifecycle

Organizational Culture, Roles & 
Competencies

Human Factors, Usability & 
Change Management

System and Software Lifecycle 
ProcessesIT & IM Governance

Privacy & Security 
ManagementQuality Management

Risk Management

Safe Health Software and Safe Health IT Systems  
Design, Implementation & Clinical Use

Foundation – Principles, Concepts & Definitions



1. Shared infrastructure among hospital IT and EHR systems
2. Move from paper to electronic
3. Interoperability needs to include semantics
4. Products and software need to be developed to fit existing infrastructure and systems.
5. Meaningful Use
6. Support quality care
7. Patient safety  - patient e-safety

Many, many Standards 



1. Shared infrastructure among hospital IT and EHR systems
2. Move from paper to electronic
3. Interoperability needs to include semantics
4. Products and software need to be developed to fit existing infrastructure and systems.
5. Meaningful Use
6. Support quality care
7. Patient safety  - patient e-safety

Standards - A long detailed process of consensus 



1. Shared infrastructure among hospital IT and EHR systems
2. Move from paper to electronic
3. Interoperability needs to include semantics
4. Products and software need to be developed to fit existing infrastructure and systems.
5. Meaningful Use
6. Support quality care
7. Patient safety  - patient e-safety

Standards – Revision and proliferation 



1. Shared infrastructure among hospital IT and EHR systems
2. Move from paper to electronic
3. Interoperability needs to include semantics
4. Products and software need to be developed to fit existing infrastructure and systems.
5. Meaningful Use
6. Support quality care
7. Patient safety  - patient e-safety

Medical Device Integration and IoT

Another whole story……..

Williams P.A.H, McCauley V. (2016). Always 
Connected: The Security Challenges of the 
Healthcare Internet of Things. IEEE 
Proceedings 2016



1. Shared infrastructure among hospital IT and EHR systems
2. Move from paper to electronic
3. Interoperability needs to include semantics
4. Products and software need to be developed to fit existing infrastructure and systems.
5. Meaningful Use
6. Support quality care
7. Patient safety  - patient e-safety

And everything is really based on … 
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Thank You
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Thank You
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